ERM THINKTANK

Sue Copeman reports

here are a plethora of definitions of enter-
prise risk management (ERM). Many of
them focus on process, rather than looking
at what ERM actually seeks to achieve. So
AIRMIC recently held a think tank in conjunction
with StrategicRISK and sponsored by Strategic
Thought to pull together the views of interested
associations and see if it was possible to hammer
out, firstly, a common definition, and secondly,
what participants believed were the hallmarks of an
organisation that has successfully implemented
ERM.

Introducing the discussion, Paul Hopkin
explained that AIRMIC had taken a particular inter-
est in ERM. “We have just commissioned research
from DNV into the benefits of risk management,
not just to identify those benefits but also to seek to
quantify them and then validate that quantifica-
tion.” He circulated various definitions of ERM pro-
duced by different organisations, saying: “Some of
these definitions simply focus on process: the gov-
ernment bodies tended very much to say 'this is a
process', for example. This begs the question, why
are we doing that process? A few other definitions
actually talk about what you are trying to achieve,
and what the outputs should be, such as better deci-
sion-making and less disruption to your processes.”

Martin O'Donovan commented that treasurers
are very conscious of ERM as being wider than the
things they have traditionally looked at but proba-
bly are not actually doing it to a large extent,
although they might be part of a risk committee in
their organisation. “ERM is very much an evolving
area at the moment.”

Richard Feltham, who was not convinced that
“we can or should define ERM that clearly, because
it means different things to different people” was
more concerned about what it results in. “A defini-
tion by nature tends to be process-driven and I am
more concerned about the outcomes. If we're going
to think about definitions, let's think about one that
talks about outcomes and benefits, not one that
talks in terms of process. How you do it is an indi-
vidual thing.”

Controversially, Lindsay Mercer suggested that
some internal auditors may think that the risk man-
agement industry has killed risk management as an
integral part of management by making it some-
thing separate. He felt that any definition should be
inclusive and recognise the fact that risk manage-
ment should not be separate from what professional
managers do, but be one of the skills that all man-
agers have and practise.

David Tilston pointed out problems arising from
lack of a shared vocabulary. “There is a very real risk
of getting hamstrung about vocabulary that people
do not understand, and people getting very worked
up about definitions and wordings rather than
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standing back and saying, ‘we are trying to manage
something, and what do we need to do to limit the
variability of outcome?’ We should encourage
people to be more focused on encouraging people
to manage risk rather than worrying about the
detail and the definitions.” Feltham endorsed this,
saying: “If you have a definition, people tend to
work within it and it stops people thinking further.”

Mark Brown said that strategic thought has often
seen a lack of fortitude in terms of driving risk man-
agement culture forward across the business. The
lack of drive from board level meant that individu-
als did not have a strong enough remit to make
change happen. He concurred that any definition
should centre around value.

Also in agreement was Gill Lees: “Regarding
people getting hamstrung about definitions, I have
been involved with, and seen, people spending a
whole afternoon looking at different risks and
deciding whether they are operational or strategic
and which boxes they should go in. It does not
really matter what box a risk is in as long as we have
got some understanding of what it feels like and
what we are able to do with it.”

Establishing risk appetite

Hopkin pointed out here that often the risk register
is viewed as the end in itself. Feltham said that one
problem was the need to prove that an organisation
was 'doing risk management'. “I can turn round and
say, ‘look at our performance, we've hit all our tar-
gets, we've met all our objectives, what other evi-
dence do you want?’ But they want to see a risk reg-
ister, evidence of training and meetings and things
like that. Why? We're auditing it the wrong way.
Maybe we need to start telling auditors what risk
management is about. Until then the auditor and
the audit process will drive the bureaucracy.”

Back on the subject of a definition, O'Donovan
commented: “ERM can mean different things to dif-
ferent people in different organisations as we have
said. I suppose a definition gets you started but it is
not going to create value.”

Brown highlighted the difference between
European and US companies. “Larger US compa-
nies are concentrating on putting a very thin layer
of risk management across the business. Once
they've got that and it is consistent, then they look
to get to the next level of sophistication in terms of
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quantification. It's a very different attitude in a lot of
European companies, whose managerial sector are
trying to do their best but struggle because they
don't have the remit to carry out this approach.”

Mercer considered that a board cannot make a
statement on risk appetite in the abstract. “It is not
about risk as an isolated concept. It is about things
that happen; events that cause results. You give
them a list of things that could happen and say,
‘These are the results, this is what we are doing and
this is how bad it could be. Are we happy with that
or do you want to do something else?” If they're not
happy, you ask them how much they are prepared
to invest to change it by how much. And then you'll
get a proper answer.”

Lees said that looking at risk appetite in relation
to operational issues could produce different risk
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appetites for different areas. Mercer agreed, giving
the example of a UK university, which has a number
of risk domains such as academic reputation. While
it is absolutely intolerant of any damage to its aca-
demic reputation, it is far more tolerant in terms of
upsetting society and the public, because if it is
going to be at the leading edge of academic research
it has to run the risk of upsetting people with new
and challenging ideas. “What they are doing is
giving people guidance on how they feel about dif-
ferent areas so that those people can make decisions
based on that general guidance rather than based on
any sort of set numbers.”

Brown, however, considered that it was impor-
tant to quantify the cost of various options to miti-
gate risk, so that the board could make decisions
based on the level of investment and the resolution

that would be achieved. However, Feltham stressed
the danger of making it a purely mathematical cal-
culation: “It takes away that gut feeling, experience
and all the other things that make a good risk man-
ager. That's the problem with a definition: there is
not that chance to be spontaneous.”

Mercer gave the example of a board meeting that
was wrestling with a difficult safety problem, where
one participant commented: “If that happened,
what would we do differently the day afterwards?
We need to decide what we would do and then jus-
tify why we cannot do that now.”

Hopkin suggested that you can look at risk
appetite and ERM on three perspectives. “What's
our appetite on an operational basis — how much
disruption are we willing to put up with? How
many people are we willing to kill? And those sorts

of operational questions. Then you get into the big
project area where risk management is well estab-
lished and ask, say, ‘Have we got the appetite for
building a new Wembley Stadium?” And then you
get risk management into strategy.”

He asked whether organisations get risk manage-
ment into strategy formulation or whether strategy
is developed behind closed doors by the CEO and
the CRO who don't want to involve anyone else in
those major decisions.

Feltham considered that the way organisations
are structured from a governance and a delegated
authority point of view sets their risk appetite.
“Decisions need to be made at the right level by the
right degree of authority and with the right degree
of comeuppance if you get it wrong. If you accept
the premise that delegation aspects set your
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appetite, then authority has to flow from the top.”
To this, Mercer commented: “You haven't got ERM
if it does not start at the strategic objective level.”
Brown gave his view. “You may decide as a board
not to be compliant with some form of regulation.
You can only make that decision by understanding
the threats to your business of not being compliant
and the opportunities in terms of investment in
other areas. Unless you are bring in the whole issue
of risk management for governance, compliance
and sustainability as part of the definition of ERM,
you are missing out one of the key benefits.”
Tilston said that, from a board perspective, you
have to have some sort of strategic planned broad
direction in which you are heading. “Then probably
you are going to have a two or three year plan. You
have monthly and annual budgets, and you need to
make sure that the whole thing is aligned. As part of
agreeing the strategic plan, you need to know and
have a view on the major risks that you are taking,
such as changes in the market, competitive pres-
sures and technology. And you need a continuous
check or feedback on that. The board should be
weighing up risk on a regular basis with regard to
the strategic plan. Most boards will have a formal
strategy planning day at least once a year when
they'll ask if the strategic plan is still valid, and that's
when they might want to change it, probably
because their perception of risk has changed.”
Hopkin asked whether ERM has to be at a strategic
level. He cited the example of a pharmaceutical
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company risk manager for whom ERM was an
operational issue, all about production continuity.
Lees agreed that that was an integral part of it but
said that, even so, someone at board level in that
pharmaceutical business should be thinking about
the future and about strategic risks.

Tilston considered that the board will be looking
at the threats to the business without actually men-
tioning ERM and then communicating any con-
cerns downwards. “Different people are obviously
going to be concentrating on different degrees of
risk further down the organisation. That is how it is
going to happen.”

Feltham agreed. “You have to have risk manage-
ment input at every level at which decisions are
taken in the organisation. No one group thinks
about ERM; they just think about their own little
bit. But it is not ERM unless you have risk manage-
ment in every level of decision making.” Lees
pointed out that time horizons expand progres-
sively as you go up the organisation. “So the board
should have the longest time horizon down to the
person whose time horizon is a day — something
has to work on that day.”

Brown gave the example of banks. “On trading
floors there are real-time credit limits, and auto-
mated controls to protect that level of the business,
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because decisions have to be made in real time. But
as you go up through the managerial level, in terms
of looking at your value at risk, you move onto a
daily view and then a wider time frame. At the man-
agerial level, a lot of organisations have put in some
form of risk management for the managers to con-
trol and deliver against their responsibilities and are
now looking at how they push that down to the
operational levels with automated controls.”

He added that some of the most risk mature
organisations are basically saying that this has to be
a bottom up process. Each level of the organisation
has its own appetite to absorb and to manage risks
and if it can't deal with something it can escalate it
to the next level.

Hopkin then asked what were the characteristics
of an organisation that does ERM well? “Are they
things like risk registers, having board discussions,
and having a head of internal audit or a risk man-
ager?”

O'Donovan responded that having people prop-
erly trained and skilled in the particular area they
are working in would almost be enough in a small
company. “In larger companies you need a system-
atic process, whether that is risk reporting, or risk
registers. All kinds of things like techniques, data
and statistics need to come into it.”

SUMMARY

It was clear from the initial discus-
sion that arriving at an ultimate
definition of ERM was not an
achievable goal for AIRMIC or
indeed perhaps for any of those
organisations that have already
produced definitions. ERM cannot
be defined as a process, and there
are too many variables within
industries and, indeed, individual
companies to produce a ‘defini-
tive definition'.

A key problem with reaching a
definition is lack of a common
vocabulary. There is no point in
producing a definition if it means
different things to different organ-
isations.

There is also a danger with pro-
ducing a definition that it encour-
ages people to take a process-
driven, tick-box approach. Too
close a specification of a very
broad concept like ERM might
actually limit some organisations,
driving them towards a compli-
ance approach rather than actu-
ally looking at their own organisa-
tion's needs and making ERM fit
with them.

However, if ERM cannot be pre-
cisely defined, our think tank was
far more forthcoming as to its
components and the attributes
demonstrated by an organisation
that has embedded ERM.

So what constitutes a company
which has successfully embedded
ERM?

W Board commitment and involve-
ment are vital, particularly in giv-
ing the remit lower down to make
informed decisions on risk.

M Everyone in the company man-
ages risk (although they might not
think about what they are doing in
those terms) — risk management
should be one of the skills that all
managers have and practise.

M No jargon — everyone in the
organisation has to understand
exactly what is expected and the
tools they can use.

W Understanding risk appetite for
individual risks (rather than just a
broad risk appetite concept).
Views on individual risks are
understandably different, so one
size does not fit all.

W Having the necessary informa-
tion to assess where investment
in risk mitigation is going to pro-
duce the greatest return.

W Getting and communicating the
right decision-making structure so
that people know how much
authority they have to make a par-
ticular decision and can feed
questions up if they do not think
they are authorised to deal with
them.

W Having clearly defined corpo-
rate objectives and closely allying
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risk management to those objec-
tives.
 Understanding the balance
between risk and opportunity,
measuring where the potential
outcome may make it beneficial to
take risk.
W Prioritising risk.
W Effective two way — top down,
bottom up — communication.
W Measuring risk in such a way
that you can identify where sever-
al medium scale risks, if they
occurred in quick succession,
could actually cause a problem.
W Embedding risk management in
training so that it becomes second
nature for the person doing the
job.
M Encouraging intelligent
resourcefulness so that people
can deal effectively with an imme-
diate risk that they have not been
trained to handle.
M Learning from experience — doc-
umenting past events and deter-
mining how to deal with similar
occurrences in the future.
W Avoiding the disconnect that
can result in corporate objectives
missing some people and a costly
concentration on activities that do
not reflect corporate objectives.
And above all, having a corpo-
rate culture, led from the top, that
automatically embraces all of the
above!

Lees stressed the importance of a culture of
resourcefulness. “You want an organisation where
there are controls but you also want intelligent
people who can take intelligent decisions in the
context that they are faced with.”

Brown said that large organisations need to put in
evidence or incident based processes in order to
identify what needs to be changed or controlled.
Feltham added that the right controls at the right
level give people the freedom to manage.

Mercer was in favour of thinking and doing. He
stressed the importance of authorisation — having
the retention of a risk approved at the appropriate
level. “It starts at the top with the corporate objec-
tives. If you are not thinking about the threats to the
achievement of your objectives, you haven't got
ERM. But it is not a completely top down process.
There should be a conversation where views on
those objectives or questions like 'what about this?
'isn't that important?' get raised.”

O'Donovan stressed the importance of prioritisa-
tion. “Everyone does risk management, but they
might be doing the wrong bits, or investing in con-
trolling something which does not really need to be
controlled.”

Mercer said that a good explanation of ERM was
that it was about giving the organisation the best
chance of good things happening and the least
chance of bad things happening. “You aren't going
to eliminate the chance of any bad things happening
and you aren't going to get all the good things hap-
pening but it is about moving the corporate enve-
lope to get as much of the good stuff in the top right
hand corner and as little of the bad stuff in the
bottom left hand corner as we can.”

Sue Copeman is editor, StrategicRISK

Strategic Thought is the owner of Active Risk Manager
(ARM), the market leading risk management software
solution. ARM is used in many of the globe’s largest
organisations.

ARM was the first web-based, enterprise risk man-
agement system. Now with the largest deployment of
users across multiple industries worldwide, ARM has
proven its value in helping to deliver consistent and
comprehensive risk management processes to all
types of users across the whole enterprise.
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