
Eight cyber risk scenarios
1 – Social networking slip
An employee who is responsible for the corporate Twitter or Facebook 
account accidentally writes an embarrassing or off ensive update. 
The story blows up online before the company even realises there’s a problem, 
leaving the company looking a little red-faced.

2 – Social media gossip
One or more persons or forums online start malicious rumours regarding a 
company’s products or services.  These rumours go viral, spreading 
worldwide and  into the mainstream media, threatening a 
company’s reputation.

3 – Social media account hijacked
Malicious hackers hijack a company’s social media  
accounts (Twitter or Facebook) by guessing the account 
passwords. For a few hours of the day (while the  account 
is in their hands), they write embarrassing  and 
off ensive messages.

4 – Corporate website hacked
A group of hackers attack a  
company’s website because they  
are aggrieved by the  
company’s recent actions or  
behaviour. Using distributed 
denial  of service (DDoS) attacks, 
they manage  to shut down 
the website for more than  a day, 
causing serious disruption.

5 – Cyber espionage
A business competitor based in 
the  Far East uses online channels 
to access  and steal private company 
information  pertaining to a new corporate 
strategy,  investment or product. The incident 
threatens  the victim’s competitive edge 
and could even  enable the attacker to 
leapfrog ahead  in competitiveness.

6 – Data loss
A company mistakenly loses, through procedural  
error, the credit card information or personal details  
of a signifi cant number (maybe millions) of its  
customers. The media gets hold of the story, because  
the company is required to fess up, and the incident 
severely tarnishes its corporate reputation.

7 – Cyber the� 
A criminal organisation, based in eastern Europe,  
manages to break through a company’s online defences 
and steals customer credit card information or personal data 
from its private database and posts them for sale online. 
Customers rapidly lose faith in the company’s security 
systems and take their business elsewhere as  a result.

8 – Cyber war breaks out
Two or more nations engage in all-out cyber war. A country 
in the Middle East attempts to disable its neighbour’s 
computer networks and the neighbour threatens to respond 
with conventional warfare. As well as potentially disrupting 
the region’s internet connections, eff ectively shutting down 
e-commerce, the confl ict threatens to spill over into 
full-blown war.

Likelihood of risk:   low

Impact of risk:   low high

high
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C YBER CRIMINALS ATTACK IN MANY DIFFERENT WAYS, 
all of which have the potential to compromise your business. 

Organised crime is responsible for a big chunk of cyber crime, but 
there are many other perpetrators. 

Anyone can download malware toolkits and use them to extort 
money from consumers and businesses. Even the stuxnet virus is 
available to download online. Cyber crime can be lucrative and the 
anonymity that the technology aff ords makes it even more 
appealing for criminals. Consequently, anyone can be a cyber 
criminal regardless of location or socio-economic background. 

Companies are increasingly falling foul of botnets. A botnet 
attack basically refers to a network of computers that have been 
infected with malicious software and can be manipulated by 
cyber criminals.

A computer becomes infected with malicious software or 
malware when a user accesses a website that has been targeted by 
hackers. USB sticks can also be used as a means of transmitting this 
malicious software. When a user accesses a site that has been 
compromised, malware is downloaded without their knowledge 
and the victimised computer becomes part of the botnet.

Botnets are used in a variety of ways to attack companies. 
Cyber criminals can steal sensitive information by taking screen 
shots, switching on microphones and activating key loggers on 
infected computers.

“One side of cyber criminality is espionage, accessing company 
data, sensitive fi nancial information, trade secrets and intellectual 
property, which can all be sold or used to blackmail the company,” 
says Massimo Cotrozzi, an internet security consultant at KCS 
Group. “The other side is stealing money from bank accounts. The 
two biggest botnets currently operating at the moment, ZeuS and 
SpyEye, account for 70% to 80% of fi nancial crimes.”

Due to the stealthy nature of these attacks, they are often not 
fl agged up until serious damage has been done. “Most of these 
attacks go unnoticed for months. If you take the famous example of 
the stuxnet computer virus, it went unnoticed for at least a year,” 
Cotrozzi adds The stuxnet virus was designed to attack certain key

CYBER CRIME

The 
mechanics of 
cyber crime
Despite a wave of high-profi le cyber attacks, 
many companies remain ignorant of the risks
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