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them for it. So when you start to talk about the more extreme or 
violent action measures – those certainly can’t be ruled out.”

Five percent of people involved in a street protest are looking to 
engage in violence, says Rosenfeld. Another 15% will engage in 
violence if they see that they can get away with it. And the other 80% 
will have no intention of being involved in violence unless something 
so outrageous happens to them that they have no choice. 

“That is why anarchist groups at signifi cant national security 
conventions in the USA try to get the police to overact against the 
whole crowd because then their job is done.”

Going after softer targets
Rosenfeld expects to see more direct action in the future as larger 
numbers of people become increasingly aggrieved and 
disenfranchised. He also anticipates more secondary targeting and 
smear campaigns against company directors or bosses. Secondary 
targeting involves taking action against associated third parties, 
which are normally softer targets, with an economic link to the 
primary target.

“This threat will widen out as the number of companies likely 
to be targeted increases, because the drivers of what will anger 
people are broadening, plus primary targets will become more 
protected and inured to the threat.

“For instance, when Greenpeace wanted to draw attention to 
the purchasing of the Indonesian forest by cardboard companies, 
they didn’t go after the cardboard companies and they didn’t go 
after the forestry companies, they went after Matell. Greenpeace 
turned up at Matell headquarters with dancing girls and someone 
dressed as Barbie in a digger and it was designed to spark a social 
media campaign directed primarily at children. They wanted kids 
saying to their parents: ‘Well, I don’t want a Barbie, because 
Barbie’s cutting down the forests.’ Direct action doesn’t have to be 
focused at economically related operations, quite often direct 
action is focused at reputation and brand value.”

What does this mean for risk managers? “They need to be 
looking not only at their own risks, but at their counterparties and 
their suppliers and clients,” Rosenfeld says.

As for appropriate defensive measures, the most important 
thing is “situational awareness” and knowing what the threats are, 
he says. “Ask: ‘Do I have protester exposure and if so what is it?’ 
That includes a review of your own company’s activities as well as 
your clients’ and suppliers’ procedures. Once you have that picture, 
it’s then a case of what are the physical measures you need to take 
and the other considerations involved in protester management.”

It’s important to educate your sta�  about the unique tactics 
that protesters use, says Rosenfeld. “There was a notable incident 
in a protest 18 months ago where a protester climbing a ladder to 
try to stop operations said to an employee who was blocking the 
way: ‘This is a peaceful protest, you can’t stop me.’ And the 
member of sta�  got out of his way. Not the right thing to do. But if 
you have not educated your sta�  in the correct actions to take in 
dealing with these situations, you leave the company open to both 
operational and reputational damage.”

However the global economic system evolves, it is clear that the 
next 10 years or more are likely to be characterised by increasing 
uncertainty and possibly seismic shifts as the world realigns to a new 
growth and development trajectory. If the civil unrest witnessed in 
recent years is anything to go by, it could be a bumpy ride. SR

GLOBAL RISKS 2012 
IDENTIFIED THREE KEY RISK SCENARIOS

SEEDS OF DYSTOPIA 
“Demographic and fi scal trends are colliding to create serious risks 
for us,” Oliver Wyman chief executive John Drzik says. Some of these 
risks, such as retirement savings provision, are amplifi ed by 
progress in other areas, such as improvements in healthcare that 
cause people to live longer, he says. Bulging populations of young 
people with few prospects, growing numbers of retirees depending 
on debt-saddled states (stoking fi scal imbalances) and the 
expanding gap between the rich and poor are fuelling resentment 
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UNSAFE SAFEGUARDS 
“We need better safeguards that 
are anticipatory and dynamic,” 
Swiss Re chief risk o�  cer David 
Cole says. “Our regulations have 
traditionally been prescriptive, 
over-complicated, inadequate, 
fragmented and too slow to 
respond to change.”

THE DARK SIDE OF CONNECTIVITY
“The way the world is connected is a major risk driver,” Zurich 
chief risk o�  cer for general insurance Steve Wilson says. “The 
Arab Spring demonstrated the power of interconnected 
communications services to drive personal freedom, yet the same 
technology facilitated riots in London. Governments, societies 
and businesses need to better understand the interconnectivity 
of risk in today’s technologies if we are truly to reap the benefi ts 
they o� er.”
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THE RISK UNIVERSE 2012
The WEF’s Global Risks 2012 says social inequality, unsafe 
regulations and cyber neo-tribalism are the top risk management 
concerns. Chronic fi scal imbalances and severe income disparity 
are the top long-term risks. This graphic shows the fi ve main 
“risk constellations” and the interconnections between each.
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