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Introduction

The program for a comprehensive
approach to fraud risk control can
be seen to deliver real economic
benefit to all stakeholders

- including employees.

Fraud remains an underestimated risk. The consequences of fraud and all related unethical behavior, including
bribery and corruption, can be devastating to a company, its top executives and other stakeholders. In this Survey,
Ernst & Young details findings that suggest that, contrary to broadly held assumptions, employees welcome an
assertive approach to the mitigation of fraud risk. The challenge, however, is that many employees appear
concerned that their employers have yet to embrace such an approach in practice. There are clear implications for
best practice in risk management.

Managing risk is a business imperative. If done well, risk management will make a business better. At a minimum, a company’s efforts need to be
directed at keeping the organization out of trouble with regulators, law enforcement and stakeholders. Looking specifically at the risk of fraud and
unethical behavior, companies can certainly take steps to mitigate this risk. Companies can set the expectation of conduct by employees, and should
communicate that expectation clearly and repeatedly. Establishing a corporate code of conduct that employees are aware of, understand and agree to,
is an important step. Training and awareness need to be maintained, and providing channels for employees to confidentially report unethical behavior
is critical. Breaches of ethical behavior must be dealt with appropriately and, where needed, reactive investigation must take place. Collectively, these
efforts form an integral part of effective anti-fraud programs.

The cost of fraud can be significant. If this can be reduced, even marginally, then the program for a comprehensive approach to fraud risk control can be
seen to deliver real economic benefit to all stakeholders - including employees. Because the result of reducing corporate fraud directly and positively
impacts the profitability of the company, fraud risk management should be seen as a saving or investment, rather than a cost.

The causes and reasons for fraud and related unethical behavior are, like all human behavior, complex. And the key here is that it is human
behavior: fraud, bribery and corruption are committed by people, independent from processes and policies. An effective anti-fraud program
concentrates on more than putting up barriers designed to prevent fraud, it looks at how best to encourage employees and third parties to

work with the company to mitigate fraud.
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Telephone interviews of 100 Essentially, an effective anti-fraud program has a number of components, including:
employees of multinationals were m setting the proper tone in the company, which covers the code of ethics or code of conduct, fraud prevention policies and optimizing
conducted in March 2007 in each awareness;

of 8 countries in Westem Europe m proactive anti-fraud measures such as fraud risk assessment and fraud controls monitoring; and

(Austria, France, Germany, Italy, the
Netherlands, Spain, Switzerland
and the United Kingdom) and 5

m a fraud response plan which details how allegations of unethical behavior should be dealt with.

This Survey focuses on those aspects of anti-fraud programs which, broadly, can be expected to have an impact on the workforce as a whole.

countries in Central & Eastern It matters what employees know and think about anti-fraud programs since it is their awareness, attitudes and behaviors that major sections of
Europe (Czech Republic, Hungary, these programs seek to address. While human nature cannot be changed, human behavior can. Our Survey found that employees are not hostile
Poland, Russia and Slovakia). This to corporate anti-fraud measures and would welcome clarity and encouragement to act positively in the best interests of the company.

report deals with the overall results

of our Survey. In addition to this Considerable research by Ernst & Young and other organizations has been done into management’s perceptions and experiences of unethical

report, each country involved in the behavior and fraud in their companies. Relatively little, however, is known about employees’ perceptions, yet these are central to understanding

Survey has a summary report which the effectiveness of any program designed to positively impact employee behavior. These perceptions are particularly important where the

focuses on the key findings in that
particular country. For a full set
of reports, please see

program is driven by regulators who - together with other stakeholders - fully expect such programs to be effective and successful in doing what
they are designed to do - in this case, manage fraud risk so as to reduce the amount of fraud.

Ernst & Young has commissioned research into employee perceptions of the effectiveness of fraud risk mitigation in 13 European countries. This
WWW-ey-com/fraUd- Survey provides insights into the views of the workforce with respect to fraud-related unethical behavior in their own companies and their own
countries: perceptions of the incidence of fraud in their companies, the propensity of colleagues to report suspicions of fraud and their
expectations regarding corporate follow-up on reported incidents.

This is the second of a series of Ernst & Young pan-European Surveys focusing on employee perceptions of ethical issues in the international
business environment. The outcomes are intended to benefit our clients with new insights and new information on evolving best practices.
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1. Companies Miss Out on the Fraud Controls that Employees Expect

We asked respondents for their opinions on whether companies should have a code of conduct, then identified whether or not their companies

actually had one in place.

Figure 1. Need for a code of conduct and Incidence of code in companies

All big companies should have a code of conduct

Central & Eastern Europe Western Europe

SURVEY INTO FRAUD RISK MITIGATION - CHAPTER 1.

ope AVeraé’e

<

88% 4%

(Strongly) (Strongly)
agree disagree

. (Strongly) agree
. (Strongly) disagree

Neither of the above

WL 43



For corporates, there are many
benefits to an effective code of
conduct. A code of conduct helps
employees make better choices
when they find themselves in
situations where they experience
an ethical dilemma. In addition,
employees are also better able to
account for those choices, both to
the company and to third parties
such as vendors or clients. Itis
clearly much easier for employees
to challenge unethical demands
from others if they are supported or
guided by a clear, written, corporate
code of conduct.

My company has a code of conduct @‘ope AVerage

Central & Eastern Europe 53%

Western Europe 67%

A clear majority, 88% of respondents, believes companies should have a code of conduct, and this is consistent for both Western Europe and
Central & Eastern Europe. However, reality falls somewhat short of opinion - only just over half of respondents in Central & Eastern Europe, and
almost two thirds of those in Western Europe work for companies that have a code of conduct or where they are aware of the code of conduct.
Awareness is the pre-requisite of effectiveness. A company cannot claim to have a successful code of conduct if its employees do

not know about it, or do not identify with it.

The benefits to the company of a code of conduct

Our research indicates that most people would prefer to work in an environment which has a code of conduct. Most respondents believe that
people in their companies need a unified and agreed set of guidelines on what is right and wrong in the company. This promotes compliance
with a consistent set of ethical behaviors throughout the multinational company, in all countries and in both emerging and developed markets.
Without a code of conduct, employees are left to work it out for themselves, and there is no clear set of standards - other than

their own personal ethics - against which behavior can be measured.

Consider national legislation, for example: a country can only promote positive behavior amongst its citizens, and prosecute those who break
the law, if there is an effective law in place to start with. Similarly, companies with a code of conduct are better able to encourage and insist on
desired behavior from their employees, and to deal with the consequences of unethical behavior. This not only decreases the number of fraud-
related incidents, but also helps limit the subsequent potential expense and corporate time required to deal with the consequences of fraud,
from conducting an investigation, to terminating an employment contract, to instituting criminal proceedings.
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An effective code of conduct
The corporate code of conduct sets the stage for encouraging ethical behavior, and how to deal with unethical behavior. Across Europe,
respondents were clear that companies should have a code of conduct.

For a code of conduct to be effective, employees need to be able to report unethical behavior, confidentially, to a trusted party. U.S. Securities
and Exchange Commission-listed companies and their subsidiaries, wherever they are operating, are obliged to have an anonymous
whistleblower hotline in place for both company personnel and third parties such as suppliers and clients. We asked respondents about the
incidence and effectiveness of whistle-blowing hotlines in their companies.

Figure 2. Prevalence of whistle-blowing hotlines A Bl % ves- cental & Eastem Europe cED
Q}\‘o‘)e Ve"%o& . % Yes - Western Europe (WE)

Do you have a a whistle-blowing hotline in 38% e An
e
‘0&0‘) l'eé)a

your company?

50% e AVe
57% ((/\\(0‘) ’eé)'o

o2 | 1%

Do you believe people in your company
use this hotline?

Are your company’s agents, suppliers and
clients also able to use this hotline?

Base: respondents with a whistle blowing hotline in their company n=485 (CEE: 169, WE: 316)

More than half (55%) of those with a whistleblower hotline in their company are of the opinion that people use the hotline. However, 1 in 5 say
the whistleblower hotline is not used, suggesting that a good awareness program is essential or that the respondents are not aware of anything
that needs reporting. And since only 38% of respondents have, or are aware of, a whistleblower hotline facility in their company, there is a great
deal of work to be done in most European companies and subsidiaries.
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Itis essential to have an The value of whistleblower hotlines

appropriate employee awareness Having a code of conduct is one thing, reporting on the suspicious behavior of a colleague is something else. Hotlines prove to be one of the

program around the hotline, and most effective ways of obtaining input on undesirable behavior. Recent research suggests that at least 25% of the frauds which are discovered
’

to make sure that there are clear come to light because of reports made via hotlines." And the Association of Certified Fraud Examiners reports that over 34% of fraud comes to

guidelines on when and why to use
it, and on whistleblower protection
policies in the company.

light as a result of tips.

These figures are clear evidence that in general, hotlines are an extremely valuable tool in a corporate’s anti-fraud program. In particular,
anonymous hotlines (using external hotline providers, for example) mean that potential whistleblowers need not be afraid of reprisals from
within the company.

However, having a whistleblower hotline is not sufficient to ensure that it is used effectively and to the company’s best advantage.

Awareness a pre-requisite for success

A good awareness program should also take the national culture into consideration. In our 2006 Survey into Unethical Behavior and Fraud?,
respondents in Hungary, for example, were very clear that they perceive that management sets different standards for themselves than for
employees. And in the Netherlands, the same 2006 Survey found that - far more than in other European countries - employees are not perceived
to stick to corporate rules on ethical behavior. These types of findings are indicative of differences in national culture that, if taken into
consideration as part of a quality whistleblower hotline program, could have a real influence on employee acceptance in those countries.

* KPMG Fraud Survey 2007
? Ernst & Young's Survey into Unethical Behaviour and Fraud in 8 European Countries: 2006
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2. A Code of Conduct is Considered Effective in Fraud Control

Having established whether or not respondents felt their company should have a code of conduct, we asked them for their views on the
usefulness of a code of conduct in preventing and detecting fraud and corruption. Where there is a code of conduct, between 60%

(Central & Eastern Europe) and 70% (Western Europe) believe that it is effective in preventing and detecting fraud. They believe that, broadly,
people at their company comply with the code. Only 9% (14% Central & Eastern Europe, 7% Western Europe) of respondents across Europe
believe that their colleagues would not comply with the code.

Figure 3. Value of code of conduct in preventing and detecting fraud, bribery and corruption
The Code is useful in preventing and detecting fraud, bribery and corruption

Central & Eastern Europe Western Europe

g‘\ ol 4
60%

Base: respondents with a code of conduct in their company n=802 (CEE: 263, WE: 539)

<<’\“0‘)3 AVe,'ag

66%16%

(Strongly) (Strongly)
agree disagree

0,
18 A) . (Strongly) agree

. (Strongly) disagree
70%

Neither of the above
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The code of conduct as fraud risk mitigator

A company that does not have an effective code of conduct is missing a key opportunity to set the proper tone for the organization which
significantly undermines corporate efforts to mitigate fraud risk. Our Survey shows that most employees are happy to have a code and are
happy to comply with it. They understand a code’s value in deterring unethical behavior.

While a code of conduct does not prevent fraud - it cannot and does not create a virtual or physical barrier to wrongdoing - respondents were
clear that it is effective as a deterrent. Good reason for companies to carefully consider their code of conduct policies and practices.

Companies should ensure that their code of conduct describes desired or required behavior, rather than listing what is undesirable. To effectively
promote desired behavior, a code of conduct should focus on what it means to do the right thing. And the right thing includes being able to report
suspected incidents of fraud bribery or corruption.

Figure 4. Freedom to report suspicions of fraud, bribery or corruption

People in my company feel free to report a case of suspected fraud, bribery or corruption

Central & Eastern Europe Western Europe

57%21%

(Strongly) (Strongly)
agree disagree

55% 58%
. (Strongly) agree

20% . (Strongly) disagree

Neither of the above
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Throughout Europe, more than half the respondents believe people in their companies feel free to report such suspected incidents; however,

there is slightly less certainty in Central & Eastern Europe countries (55%) than in Western Europe (58%), and results vary between individual
countries.

Our Survey (Figure 4) also shows that 1 in 5 think people in their company do not feel free to report such incidents, and more than 80% of these
give fear of reprisals from within the company as the reason.

Figure 5. Primary reason for not reporting fraud, bribery or corruption is fear of reprisals

Percentage saying reason for not reporting fraud, bribery or corruption is the fear of reprisals from within the company

Q,\)‘(“)e Averag . % Yes - Central & Eastern Europe
Q
0,
Respondents 55(y 686 . % Yes - Western Europe
(]
61% 84%
8 1 % Respondents Colleagues
Colleagues 86%

Base: respondents who would not report n=138 (CEE: 74, WE: 64)
Base: respondents who think others would not report n=148 (CEE: 71, WE: 77)

Creating and maintaining awareness

From a corporate’s perspective, it is clearly advantageous to be able to demonstrate to stakeholders and, should it be necessary, to regulators
or the courts that - with a code of conduct program that embeds a monitored process of regularly signing up to the code of conduct and

includes regular employee training - they have done their best to promote and maintain awareness and the effectiveness
of the code of conduct.
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To optimize the deterrent effect of a
code of conduct, awareness levels
should be constantly maintained,
which implies a regular, ongoing
program of education and training
in support of the code of conduct.

Two-thirds of our Survey respondents have not signed their company’s code of conduct, or have signed it only once (Figure 6).

Signing a code may perhaps be perceived as a legal necessity and of course, in essence, it is. Nevertheless, this cannot be expected to
contribute significantly to effective deterrence. Signing becomes significantly more beneficial if it is upgraded to an actual acknowledgement of,

and commitment to, the code’s content and meaning, as an integral part of a regular, compulsory, education program designed to promote and
maintain awareness.

Figure 6. Frequency of signing code of conduct

. Central & Eastern Europe
. Western Europe

. Europe Average

Has not signed the code
41%
Only once

Less frequently than every two years
Once every two years

Once (or more) a year

Don't know

SURVEY INTO FRAUD RISK MITIGATION — CHAPTER I1I. |:| |:| |:| . 4 10 >



3. Consistent, Europe-wide Views on Whistleblower Protection

We asked respondents for their views on whether the rights of an employee who reports someone suspected of fraud, bribery or corruption

should be protected. There was almost complete agreement with this statement - 94% of respondents (91% in Central & Eastern Europe and
96% in Western Europe) think the rights of a whistleblower should be protected.

Figure 7. The rights of someone reporting fraud should be protected

In general, if an employee reports someone suspected of fraud, bribery or corruption their company should protect the reporting
employee's rights

Central & Eastern Europe Western Europe

%\“ope AVe’eg

94% 2%

(Strongly) (Strongly)
agree disagree

. (Strongly) agree
. (Strongly) disagree

Neither of the above
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Our findings suggest that a number
of companies still have quite some
way to go before their code of
conduct, and the associated
incident reporting processes, are
effective in meeting the standards
expected by employees.

In my company, if | reported someone | suspected of committing fraud, bribery or corruption my company would protect my rights

Central & Eastern Europe Western Europe

Q,\“0‘)9 AVerag_e

68%13%

(Strongly) (Strongly)
agree disagree

76%

. (Strongly) agree
. (Strongly) disagree

Neither of the above

However, our Survey shows a clear expectation gap in terms of respondents’ views on what protections there should be, and what respondents

believe their companies would actually provide.

In Central & Eastern Europe, 91% think these rights should be protected but only 55% of respondents think their companies would actually
protect whistleblower rights. The view is somewhat more positive in Western Europe, where 96% think these rights should be protected and 76%

believe that their company would protect whistleblower rights.

The implication of not protecting whistleblowers has a significant impact on the willingness of people to report a fraud.
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Whistleblower protection:
real cause to pause for thought.

Whistleblower hotlines benefit the company

Because employees fear reprisals from their bosses and/or colleagues if they blow the whistle, it is essential for companies (and legislators) to
consider formal protection for whistleblowers and to promote means of anonymous reporting. However, a number of companies seem to be having
some difficulties with these solutions. And in European countries, legislators appear hesitant to introduce laws that facilitate whistle blowing.

Cause and effect

Instead of respecting the whistleblower for their loyalty and courage in stepping forward, many whistleblowers fear reprisals from within the
company - some with good cause. In our experience, there are companies where the consequence of whistle blowing can be job loss for the
whistleblower. This gives real cause to pause for thought: after all - it's not the whistleblower who has done something wrong, but the potential
perpetrator. To be encouraged to work with the company to identify and deter unethical behavior, whistleblower rights should be properly
protected, and perhaps whistleblowers should even, in justified circumstances, be rewarded for their loyalty.

Some employees prefer to remain anonymous when reporting fraudulent behavior.® However, when it comes to investigating an alleged incident
of fraud, bribery or corruption, companies naturally expect to be told the identity of the whistleblower. For investigative reasons,

it can be a benefit to be able to confer with the whistleblower in order to understand all the details which led up to the report being made.

In addition, the company’s desire to know the whistleblower’s identity may stem from a fear of having the company’s reputation damaged.

® See, for example, the ACFE Implementing Hotlines to Detect and Deter Fraud, which indicates
that half of hotline callers are anonymous.
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While the absence of a proper
reporting facility will not deter
malicious whistleblowers, it may
well deter those who want to make
areport in good faith, the loyal
employees who care about the
company. And deterring the honest
employee would be to the cost of
the company.

Malicious whistleblowers remain an issue

All companies understandably fear malicious whistleblowers - individuals who report colleagues without any evidence to support their
accusations, or who intentionally report even non-existing events so as to damage a person or the company. Some use this as an argument
against promoting whistle blowing or introducing proper reporting systems. However, practice proves that malicious whistleblowers will act
anyway, irrespective of the corporate culture and/or the existence of a code of conduct and reporting systems.

The objectives of a whistleblower are to help the company, to report unethical behavior so that this can be dealt with and corrected.

A malicious whistleblower, however, has precisely the opposite intention, namely to deliberately damage the person or the company. For
corporates, the most effective defense against malicious whistle blowing is a clear process for appropriate reporting, including the possibility of
anonymous or confidential reporting, through easily accessible and well-publicized channels, and including corporate and legal protection for
the whistleblower. Should a malicious whistleblower avoid the hotline and go public, the company can rightly point out that by not using the in-
house whistleblower reporting system, this is an indication of malicious intent.
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4. Employees Most Likely to Report Suspicions to Immediate Manager

While 1 in 5 respondents believe people in their company would not report a suspected incident because of fear of reprisals, (Figures 4 and 5)
more than half believe that people in their companies would make such a report. And the respondents clearly indicated that theirimmediate

boss (rather than anyone else in management) is the most likely person to be approached in this situation.

Figure 8. Methods for reporting suspected fraud, bribery or corruption

What respondents would do/who they would turn to in case they want to report
a case of suspected fraud, bribery or corruption in their company

Immediate boss
HR/legal counsel
Higher management
Company counselor
Telephone hotline
Nothing

Colleague

Middle management
Police

Web-based hotline

Talk to person involved

63%

23%
56%
49%
59%
35%
54%
24%
33%
21%
19%
26%
31%
40%
46%
23%
25%
19%
30%
3%
4%
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Who would respondents turn to if
they wanted to make a report about
a suspected case of fraud, bribery
or corruption? Throughout Europe,
theirimmediate boss - more than
any other possibility - was the first,
spontaneous, response of those
surveyed.

Central & Eastern Europe

= Immediate boss (40%)

= Whistle-blowing hotline (10%)
= Higher management (5%)

= Company counselor (4%)

= HR/legal counsel (2%)

Western Europe

= Immediate boss (42%)

= HR/legal counsel (10%)

= Whistle-blowing hotline (9%)
= Higher management (8%)

= Company counselor (8%)

When asked where they would go to report an incident, more respondents first mentioned going to their boss rather than doing anything else
(40% Central & Eastern Europe and 42% Western Europe). In total 63% (Central & Eastern Europe) and 79% (Western Europe) mention going to
the boss as a likely route for reporting an incident.

56% mentioned that they would make use of the company hotline, while 55% considered going to higher management.

There are some regional differences on this question. In Western Europe, more respondents mentioned going to HR or legal counsel (56%) and
the company counselor (54%) than in Central & Eastern Europe (23% and 35% respectively). Very few respondents in either region (4%) would
talk directly to those they think are involved.

Corporate response to employee reports
The range of responses to this question suggests that an effective anti-fraud program requires that every channel needs to be properly available
and bosses, management and all potential confidants need to be properly trained in what to do when someone raises a suspicion.

It is reassuring that few people would talk directly to those involved. One of the key aspects of an investigation is securing the evidence before
taking any other action. If the employee, or the relevant boss/HR/management person they go to, first discusses the alleged incident with the
person concerned, this could seriously and perhaps fatally taint the investigation. Again, this suggests that potential confidants need to be
properly trained if companies want to maximize the efficiency and effectiveness of their anti-fraud program. An effective program needs both
incentives and opportunities for employees to do the right thing, as well as communicated procedures and examples of what happens to those
who are found to have acted unethically to the detriment of the company.’ By communicating the consequences to employees of doing wrong,
other employees are further encouraged to do right.

“ It is not necessary for names to be named, should national privacy laws advocate against this. Case studies from within the
company can be very effective without naming and shaming those involved.
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Best practice for corporates means
having a range of options for
employees to select from in order
to report an incident of suspected
fraud, bribery or corruption.
However, the success of this part
of a corporate anti-fraud program
rests fundamentally on a proper,
continuous, training and awareness
program for those who will be
approached first with an

incident report.

Corporate training and awareness are essential

From the corporate perspective, it is reassuring to see that most people are willing to go to their bosses with reportable events, because it
suggests trust. However, to justify that trust in situations of wrongdoing, the management concerned has to know how to act. This is true
for all receivers of reports on incidents. Being familiar with the company’s fraud response policy, knowing how to protect the position of
the whistleblower and knowing what appropriate actions to take, and in what order, is mandatory to control the reported situation.

Employees clearly support the well-recognized need to have a range of reporting routes within a company. It is in the company’s interest to
funnel the reporting to an appropriate channel, which can handle the report with the necessary objectivity while not being part of the operational
organization of the company. This also offers more protection from the feared reprisals that possibly threaten the whistleblower. Increasingly,
companies appoint ethics and compliance officers, corporate counselors or legal counsels to deal in the first instance with whistleblower
allegations. Also, to safeguard utmost professionalism, discretion and objectivity, specialized third parties become involved.

Some respondents considered going directly to the police. Experience shows that companies often consider this too, and a number of them
actually do go to the police. When there is indisputable evidence and the objective of reporting is to punish the alleged perpetrator, the police
might prove the best choice. When terminating employment, collecting losses or taking remedial action is at stake, the police cannot and should
not be expected to deal with these topics effectively, and should therefore not be consulted as a first step.

In all situations, companies should think twice before talking directly to the suspected perpetrator. Without a good understanding of what has
happened, and without having first secured all relevant data, talking to the suspected perpetrator only serves to tip them off.
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COCMC] 47



5. Companies Do Not Meet Employee Expectations
When Investigating Allegations

In the initial phase of every
investigative situation, strict
confidentiality is essential. It is vital
to secure the data before it can be
contaminated. Also, the feasibility
and scope of the investigation must
be established and there must be a
clear agreement that there are real
grounds for suspicion. So initially,
itis very important to act decisively
and maintain strict confidentiality.

For many companies, the need to keep an investigation undercover seems - at the outset - crucial. They fear damage to their reputation,
a disgruntled workforce or giving alleged perpetrators the chance to cover their tracks.

Informing someone - after the initial phase of an investigation - that there are allegations against them may, on first consideration, still seem
unnecessary. However, once the initial phase is over, continuing to conduct an investigation undercover can ultimately result in the findings
being of limited use in a court of law, for example, and in very real reputational damage to the company.

Respondents are uniform in their views on undercover investigations, clearly indicating that they do not believe it is ethical for a company to
conduct an investigation into an allegation about an employee while pretending to be doing something else (Figure 9).

Figure 9. Views on conducting an investigation under the pretext of another activity

Itis unethical for a company to investigate an employee while pretending to be doing something else

Central & Eastern Europe Western Europe

L

80%13%

(Strongly)  (Strongly)
agree  disagree

. (Strongly) agree
. (Strongly) disagree

80% Neither of the above
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A higher proportion believes that if a company is investigating someone, the person in question should be told that they are under investigation
(Figure 10). On this issue, there is a marked gap between the concept of what a company should do, and views on actual practice: 65% believe
that their company would inform the employee under investigation, while 17% are certain that their company would not do so.

Figure 10. Informing employees under investigation: overall opinion vs company practice

In general, if an employee is investigated their company should inform them

Central & Eastern Europe 86%
85% 8%
849 e ol
Western Europe 0
In my company, if | was being investigated my company would inform me
e Aerge,
Central & Eastern Europe 64%
P 16% 65%17%
e
66% . (Strongly) agree
Western Europe
P 17%

. (Strongly) disagree

Similarly while 87% of respondents think that companies should allow subjects of investigation the right to respond to reports on them,
only just over half think their company would actually do this (Figure 11, page 21).
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It has been demonstrated that

by keeping to the highest
investigative standards, the quality
of the outcome of investigations
can be improved and - importantly
- the outcomes are significantly
less likely to be disputed.

Best practice for corporate investigations

One of the keys to success in dealing with issues of fraud, bribery and corruption is the system a company has for reporting and investigating
alleged incidents. In addition, people need to have confidence in the system if it is to be effective, and the views on what should be done to
investigate any alleged incident are very consistent across all respondents. Again, however, there is a real gap between what employees see as
best practice, and the expectations around the actions taken by their employers.

In addition to falling short of employee expectations, conducting an undercover investigation may be illegal in some jurisdictions. And even if
not illegal, it can be considered unethical. If such practice becomes public knowledge, it can lose corporate leaders their jobs. The same applies
to not advising the person involved that they are under investigation. In the Netherlands, for example, this is professionally unethical and
investigators who do this can be sued.

From a best practice perspective, involving the subject of the investigation can be seen as increasing the standards of the investigation.
It has been demonstrated that by keeping to the highest investigative standards, the quality of the outcome of investigations can be improved
and - importantly - the outcomes are significantly less likely to be disputed.

Employee expectations, honesty, experience, and best practice combine to suggest that companies should inform the subject(s) of investigation
of their position, after the initial phase of the investigation. At best, it can make the investigation far more effective and efficient if these people
are prepared to provide the investigators with essential information and explanations that could not otherwise be obtained. The worst that could
happen is that the subject is not willing to cooperate, which is in itself a useful fact for the investigator.
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Figure 11. The right to respond to an investigation: overall view vs company practice

In general, if an employee is investigated their company should allow that employee to respond to reports made about them
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As an added benefit to the company
in a corporate investigation into
alleged unethical behavior, offering
the subject of investigation the

right to respond to the allegations
demonstrably improves the quality
and usefulness of the outcome.

The employee’s right to respond to allegations against them
Some companies are initially reluctant to consider the idea of providing the subject of investigation the right of response. The right of response
gives a person the opportunity to defend themselves against the allegations in much the same way as they would be allowed to do in a court of

law, or in the same way as the press is legally compelled to allow people named in a published article the right to comment on what is being said
about them.

In some countries, the Netherlands for example, the right of response in a corporate investigation has been established. During this process,
prior to the investigation report being issued to the principal, the alleged perpetrator is given the opportunity to respond to, and make
corrections to, the investigator’s report. From a corporate perspective, the question is frequently: Why should the person being investigated
be made familiar with the report on the investigation before the company’s management? The answer is simple: the company’s judgments
in a given situation must be based on all the facts and circumstances, including the input of the subject - and earlier, partial disclosure can
predispose the assessment of those concerned.

Fundamentally, everyone under law is presumed innocent until proven guilty, and everyone is entitled to defend themselves if a case is brought
against them.

While the process of correcting errors, and adding to and elaborating on the facts and circumstances may slow the speed of concluding the
investigation, it significantly improves the advantages to the company of the final report. A final report, one which has been properly offered

to all relevant parties to exercise their right of response, protects against liability claims based on unfounded or maybe even slanderous
counter-allegations, even if the accused has refused to cooperate. In addition, including right of response in the process demonstrably increases
the credibility of the findings, and therefore the chances of success for the company, if and when the report is made public or needs to be used
in a court of law.
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6. Fraud is a Fact of Corporate Life

The findings from this Survey support the concept that fraud is widespread. 1 in 5 respondents believe there was an incident of suspected fraud
bribery or corruption in their company in 2006: 22% in Central & Eastern Europe and 21% in Western Europe.

Figure 12. Cases of suspected fraud, bribery or corruption

In 2006, there was a case of suspected fraud, corruption or bribery in my company
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Ernst & Young’s 9th Global Fraud Survey, conducted amongst corporate management and published in 2006, revealed that almost 20% on a
global basis thought there had been such an incident in the past two years, though it should be noted that country deviations on this point can
be significant. Reasons for country differences include different national norms of perceived ethical behavior, and recent media coverage on
high profile fraud, bribery or corruption cases which can also influence national perceptions.
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To properly manage the risks of
fraud and other unethical behavior,
companies need to develop,
maintain and optimize an
appropriate anti-fraud program.

Research consistently indicates fraud is a constant

These results are also consistent with corporate experience (based, for example, on the number of summary dismissals) which suggests that on
average, each year 1 in 1000 employees is found to have committed fraud, or a serious breach of ethical behavior. The number of undiscovered
serious breaches of integrity can only be guessed at.

While the word ‘incident’ suggests an exceptional situation, companies need to learn to accept that fraud is everywhere, and is here to stay.
Employing people intrinsically implies accepting a certain risk of fraud and other wrongdoing. People are frequently driven by success, status or
money, and because not all are motivated by honesty, a corporate code of conduct, and a whistleblower system, is clearly needed. Studies like
this Survey, and those done by other organizations, repeatedly prove that fraud is a real and constant threat to companies, a threat not to be

underestimated.
In our 9th Global Fraud Survey, one of the major concerns highlighted was that 42% of companies do not have formal, anti-fraud policy. This
Survey indicates that the workforce of multinationals support the need for, and understand the benefits of, robust anti-fraud programs. There is

a lot to gain from establishing such a program, and even more to lose by not acting.

In a comprehensive approach to fraud risk mitigation, providing multiple channels through which to report fraud, clear policies on protecting the
whistleblower and an appropriate policy on when to advise an individual that they are being investigated, are all important success factors.
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Conclusion

This Survey confirmed that employees welcome robust anti-fraud measures in their work environments. Employees accept that fraud is a fact of
corporate life, and they support the need for comprehensive anti-fraud programs. The gap, however, between employee perceptions of the right
thing, and what they perceive to be the practice at their companies, is considerable. Employees want codes of conduct and good incident
reporting channels, and they make high ethical demands on the companies as to how investigations into suspected fraudulent incidents should
be carried out.

Like their employees, companies and their stakeholders should have the same - or even greater - acknowledgment of the risk of fraud and
other unethical behavior. Companies in the post-Sarbanes-Oxley world are realizing that there is a lot to be gained from an effective anti-fraud

program.

The components of a full anti-fraud program can be illustrated quite simply.

Fraud
Code of Ethics Prevention
Policies

Fraud Fraud Fraud
Risk Controls Response
Assessment Monitoring Plan

Communications

andTraining

In all companies, developing anti-fraud policies and procedures that specifically address fraud risks is essential. Communicating the company’s
approach through all levels of the organization is imperative if these programs are to be successful.

SURVEY INTO FRAUD RISK MITIGATION - CONCLUSION . |:| 4 25 >



Investing in comprehensive
anti-fraud programs will ultimately
improve the bottom line and
enhance a company’s reputation.
Fundamentally, it's good business.

Proactively prioritizing fraud risks, and having the experience and knowledge to identify company-level monitoring controls (including IT
applications, analytic procedures and other internal controls), is critical to mitigating fraud risks. But tightening corporate preventive measures
is only part of the solution. Companies need to move beyond this to optimizing the way in which the proper tone is set and communicated, and
actively engage the workforce in striving to mitigate fraud and unethical behavior.

Lastly, being ready to respond to allegations of fraud requires the development of investigation protocols which increase the likelihood that
investigations will be conducted both effectively and ethically, meeting the expectations of employees, regulators and other stakeholders.

The employees of international companies across Europe that participated in this Survey clearly want to work in an ethical environment. They
would welcome a code of conduct, and associated awareness programs. Respondents clearly expressed a perceived gap between what they
think companies should do, and what they think is happening in their own work environments. In their view, there is definite room for
improvement. The course of action suggested here represents a way forward for companies. Investing in comprehensive anti-fraud programs will
ultimately improve the bottom line and enhance a company’s reputation. Fundamentally, it's good business.
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Contacts

The Ernst & Young Fraud Investigation & Dispute Services practice has global reach.

See below for the list of country leaders in those European countries which are included in this Survey. For more information,

visit www.ey.com/fraud.

Local Contacts

Austria

[\ BTy [

Gerhard Donner

Telephone

Tel: +43 1 211 70 1050

E-mail: gerhard.donner@at.ey.com

Croatia/Czech Republic/
Hungary/ Slovakia/Slovenia

Markus Lohmeier

Tel:

+420 225 335 173

E-mail: markus.lohmeier@cz.ey.com

France Jean-Michel Arlandis Tel: +33 14 693 6894 E-mail: jean-michel.arlandis@fr.ey.com
Germany Stefan Heissner Tel: +49 211 9352 11397 E-mail: stefan.heissner@de.ey.com

Italy Enrico Cimpanelli Tel: +39 02 722 12527 E-mail: enrico.cimpanelli@it.ey.com
Poland Mariusz Witalis Tel: +48 22 557 7950 E-mail: mariusz.witalis@pl.ey.com
Russia Ivan Ryutov Tel: +7 495 755 9738 E-mail: ivan.v.rytov@ru.ey.com

Spain Ricardo Norena Herrera Tel: +34 91 572 5097 E-mail: ricardo.norenaherrera@es.ey.com
Switzerland Michael Faske Tel: +41 58 286 3292 E-mail: michael.faske@ch.ey.com

The Netherlands Kees aan de Wiel Tel: +31 20 546 6677 E-mail: kees.aan.de.wiel@nl.ey.com
United Kingdom John Smart Tel: +44 20 7951 3401 E-mail: jsmart@uk.ey.com
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